


IIpunooicenue No 6.

TPEEOBAHHA 110 OBECITEYEHHI) HH®OPMAIIHOHHOH FE30ITACHOCTH ACYTIT

L TEPMHHBI H OIIPE/IEJTEHHA

ABTOMATH3HPOBAHHAA CUCTEMA VIIPABJIEHUA TEXHOJIOTHYECKHM
IIPOLHIECCOM — cucremMa KOHTPOJSI, VYIOPABICHUS M 3aIOUTBl TEXHOJOTHYECKOTO IPOLECcca,
MOCTPOCHHAA Ha CPEACTBAX U3MEPCHMUA, BBIYHUCIINTEILHOM TEXHUKE W UCIOTHUTEIBHBIX YCTpOﬁCTBaX u
MEXaHU3Max U MpEAHA3HAYCHHAs JId obecrieueHUsT KOMILIEKCHOM aBTOMAaTHU3alli TCEXHOJIIOTHYCCKUX
omnepanuii Ha NPOU3BOJCTBE.

AIMHHHUCTPATOP BE3OITACHOCTH HHO®OPMAI[HH — coTpynHUK WIH TPyMIa COTPYAHUKOB
Cnyx0p1 Oe3zomacHocTH WH(OpPMALMK, OCYIIECTBISIONINE KOHTPOJb 3a OOECIeYeHHEeM 3allHThl
unopmarmu B JIBC, a TakKe OCYIIECTBISIFOIIME OPraHU3alMI0 padOT MO BBIIBJICHUIO |
NPENyNPesKICHHI0O BO3MOXKHBIX KAHAJIOB yTE€YKH HWHGOPMALMY, TMOTCHIHAIbHBIX BO3MOKHOCTEMH
ocymectsiennst HC/I k 3amuimaeMoii HHGpopManuu.

AYTEHTH®OHUKAI[HA — npoBepka NPUHAMIEKHOCTH CyOBEKTY [OCTyHa NPEObSBISHHOIO WM
uaentudukaropa (MoATBEepPKIAEeHNE NOMTHHHOCTH cyObekTa noctyna B ACY TII).

BA30BbIH HABOP MEP 3AIIIUTHI HH®OPMAI[UH — vunuManbHbI HAGOp Mep 3aIIUTHI
UH(pOPMAaLINK, YCTAHOBIEHHBIH JIJIs1 COOTBETCTBYOIIEro Kinacca 3amumenHocT ACY TIL

BIAJEJIELI] ACYTII — rwopunuyeckoe JUIO, OCYLIECTBISIIOIIUE NESITebHOCTh MO SKCIUTyaTaluu
ACYTII, B ToM uncine o obpaboTke nHbOpMaLIH, COAepKalIeics B ee 0a3ax JaHHBIX.

BHEIIHAA HHOOPMAIIHOHHAA CUHCTEMA - UH(POPMALIMOHHAS cUCTeMa,
B3aumoneictyromas ¢ ACY TII uz-3a npenenos rpanun ACY TIL

BHEITHAA HHOOPMAIIHOHHO-TEJIEKOMMYHHKAITHOHHAA CETH — wH(}pOpMauoOHHO
TeJIeKOMMYHHUKallMOHHas ceTb, B3aumozencTaytowmas ¢ ACY TII uz-3a npenenos rpanun ACYTIL

BTOPOH YPOBEHD — ypoBeHb, pealu3yomuii GyHKIHH ONepPaTHBHOTO (JIHCIIETYEPCKOr0) KOHTPOIs
U yOpaBleHHs TEXHOJOTMYECKUMH OOBEKTAMM, TMPEICTABICHHBIH MPOrPAMMHO-TEXHHUUECKHMHU
CPEICTBAMHU BBIYUCIUTEIbHON TEXHHKH, MPEIHA3HAYSHHBIMH [ HAKOIUICHMS, XpaHEeHHUs, 00paboTKH
(0bo0menwst) 1 npencTaBIeHs 3HAYUTEIbHBIX MACCUBOB HH()OPMALHHL.

T'HIIEPBH30P — nporpamma (riporpaMMHOe obOecriedeHune), co3iarouas cpeny (GpyHKIHOHUPOBAHHUS
APyrux mporpamMMm (B TOM YHCIE APYTUX TUINEPBU30POB) 32 CUET UMHTALUMM allapaTHBIX CPENCTB
BBIUUCIUTENIbHOW TEXHUKH, YIPABICHHUs NAHHBIMH CPEACTBAMH W TOCTEBBIMH OIEPAMOHHBIMU
cucreMamH, (PYHKIMOHHUPYIOLUTUMH B JAHHOH Cpene.

JEMH/TUTAPH30BAHHAA 30HA ABTOMATH3UPOBAHHOH CHCTEMbI YIIPABJIEHHA
TEXHOJIOTHYECKHM IIPOIIECCOM - morpaHu4HBI CErMEHT CETH aBTOMATHU3MPOBAHHON
CHCTEMBI YIIPABJICHUS TEXHOJOTHUECKUM MPOLIECCOM C BHEIIHUMH MO OTHOIIEHHIO K HEell CeTsMU (Takke
W3BECTHBI KaK 3aIlMIICHHAs IOJCETH), BBINOJHSIOMNUNA (PYHKUUH «HEHTPAJIbHOW 30HB» MEXKIY
YKa3aHHBIMU CETSIMU.

HAOCTYITHOCTh HHO®OPMAIIHH — cocrosiHne nHGOpPMALNH, XapaKTepU3yeMoe CIIOCOOHOCTBIO
aBTOMATH3UPOBAHHON CHUCTEMBI O0ECTIEUNBaTh OECIIPENATCTBEHHBIN OCTYI K HHQOPMALUN CYOBEKTOB,
UMEIOIIUX Ha 3TO MOJHOMOYHSI.

SAHTHIIIEHHBIE JIMHHUH CBA3H — nunaun (xaHanbl) CBsI3W, NMPH Iepenadye WHPOPMALUU TIO
KOTOpeIM OOecrieunBaeTcsi TpeOyemblli  YpPOBEHb €€ 3alIUIIEeHHOCTH  (KOH(HMIEHIUAIBbHOCTD,
LEJIOCTHOCTh U (WIH) AOCTYMHOCTh nH(popMannu). [ TepMuHbI U onpeneseHrst HACTOSIIEro JOKYMEeHTa |

HITEHTHOHUKATOP — yaukanbHbIH NpU3HAK CyObeKTa MM OObEKTa JOCTYIIA.

H/IEHTH®HKAI[HA — nipucBoeHue cyObekTaM AO0CTyma (IOJIb30BATENsIM, TporeccaM) U oObeKkTaM
noctyna (MHQOPMALMOHHBIM pecypcaM, yCTpoicTBaM) wuueHTH(dukatopa U (MIH) CpaBHEHHE
NPEbABISEMOrO HIESHTH(HUKATOPA C IEPEIHEM MTPUCBOSHHBIX UIEHTH(PHUKATOPOB.

HHOOPMAI[HOHHAA BE3OIACHOCTD ABTOMATH3HPOBAHHOH CHCTEMbBI
VIIPABJIEHHA TEXHO/JIOTHYECKHM IIPOLJECCOM - cocraBHasi 4acTb 0€30MacHOCTH,
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OTpakarollasi BIIUSHUE CBOUCTB (LIEJIOCTHOCTH, JOCTYMHOCTH, KOH(PUACHIMAIBPHOCTH U Jp.)
uHpopManuy, oOpabaTbiBa€MOW W TPOU3BOAMMON aBTOMATHU3MPOBAHHOW CHCTEMBI  YIIPABJICHUS
TEXHOJIOTHYECKUM MPOIIECCOM, Ha O€30MaCHOCTh M HAASKHOCTD €€ ()yHKIIMOHUPOBAHUSI.

HHIIH/IEHT — nosiBieHHe OOHOTO WM HECKOJbKUX HeE)KelaTeJIbHbIX WM HEOKHUAAHHBIX COOBITHM
WH(POPMALMOHHON O€30MacHOCTH, ¢ KOTOPBIMH CBsi3aHa 3HAYUTEIbHAsI BEPOSITHOCTh KOMIPOMETALIUU
OusHec-omepannii, HAPYIIEHUs] IITaTHOrO (YHKIMOHUPOBAHUS aBTOMATHU3UPOBAHHOH  CHUCTEMBI
yIPaBJIEHUS] TEXHOJIOTMYECKUM TIPOLIECCOM U CO3IaHUS YTPO3bl HHPOPMATMOHHON O€30MaCHOCTH.

KOMITEHCHPYIOIIIAA MEPA — wmepa no 3amure WH(GOPMAIMU B aBTOMATU3UPOBAHHOH CHCTEME
YOPABJIEHUS TEXHOJOTUYECKHUM MPOLIECCOM, JOMOJHHUTENBbHO TpEANpHHUMAaeMass B CBS3H  C
MPAaKTHYECKOH HEBO3MOXKHOCTBIO O€3yCJIIOBHO NPHUMEHHTb Habop Mep, (OpMaibHO OMpPEeIesIeHHBIX
YCTAHOBJICHHBIM  KJIACCOM  3alUINEHHOCTH  aBTOMATHU3WPOBAHHOM  CHCTEMbI  yIPaBJICHUS
TEXHOJIOTHIECKUM POIIECCOM.

KOHTPOIIHPYEMAA 30HA — mpocTpaHCTBO (TEppHUTOpHUs, 3laHUE, 4YacThb 3[aHUS), B KOTOPOM
UCKJIFOUEHO HEKOHTPOJHpyeMoe NpeObIBaHUE JIMI, a TAKXKE€ TPAHCIOPTHBIX, TEXHUYECKUX WJIM HHBIX
CPEInCTB.

KOHOHJEHIIHAJIBHOCTD HH®OPMAI[HH — o0si3atenbHOE ISl  BBITIOJHEHHS  JIULIOM,
MOJIYYMBIIUM JIOCTYTI K ONpenesieHHOW nHpopManuy, TpeOOBaHHE HE MepenaBaTh TaKyr MH(OPMALHIO
TPETHUM JIMLIAM Oe3 corylacust ee obmanaTes.

MOBHJIbHBIH KOJl - HecaMOCTOSTENbHOE NPOrpaMMHOE — OOecrieueHHe MM KOMIIOHEHT
NPOrPaMMHOTO OOecredeHnst (CKPUNTHI,  MAaKpPOChl, HMHble KOMIIOHEHTBHI) TOJy4YaeMble H3 MECT
pacripocTpaHeHnss MOOMIIBHOTO KOZa, NepefaBaeMble 10 CETH U BBINOJHsAEMbIe Ha KoMnoHeHTax ACY
TII (B MecTax HCIONB30BAaHUSI MOOWJIBHOrO Koma) 0e3 NpeaBapUTENbHONW YCTAHOBKH (MHCTAJLISILIVN)
MOJIb30BATENIEM ISl PACIIUPEHUS] BO3MOXKHOCTEH CHUCTEMHOro W (WJIM) MPHUKIATHOTO MPOrpPaMMHOIO
o0ecrieyeHus1.

HAPYUIUTE/Ib HH®OPMAIITHOHHOH BE3OINACHOCTH — nuno, KOTOpoe B pe3yjbTaTe
YMBIIUICHHBIX WJIW HCYMBIINIJICHHBIX I[eflCTBI/IfI MOXKET HaHECTU yLuep6 I/IH(1)OpMaLII/IOHHbIM dKTHUBaM, B
TOM YHCJie UHPOPMAIIOHHBIM CHCTEMaM, HH(POPMALIMOHHBIM peCcypcam U T.II.

HYJIEBOH YPOBEHb — ypoBeHb, peamusylolmMii (GYHKIUH MONYYeHHS M MEPBHYHOIO
npeoOpazoBaHuss WHOOPMANMK O TMPOTEKAHHH TEXHOJOTHYECKUX MPOLECCOB U 00 OmepaTHBHOM
COCTOSIHUM 00OpYIOBaHMUs, MPEICTABICHHBIN TAKUMH YCTPOHCTBAMHU KaK JATYUKH, IPUBOMBI apMaTYPBHI,
ucnonauTenbHbie Mexann3Mbl, YCO u npyrue KUIT u A (Bkirouast cpencTBa aBTOMATHKH, BCTPOSHHbBIE
B TEXHOJIOTHYECKOE 00OPYIOBAHNE).

OBECIIEYEHHE HH®OPMAIIHOHHOH FBE3OIACHOCTH - peanusaius KOMILIEKCA
OPTaHU3ALMOHHBIX H TEXHUYECKUX Mep MO 3aluTe HHPOPMALIMU U CUCTEM aBTOMATH3ALMH OT HIHPOKOTO
CrieKTpa yrpo3 (B OTHOIIEHUH IEJIOCTHOCTH, JOCTYIMHOCTH U KOH(PUACHLIUATBPHOCTH 00padaThiBaeMoOil U
XpaHsmecs nHpopMaIyn) ¢ Heabio obecrnedeHus: QyHKIMOHUPOBAHNUS aBTOMATH3UPOBAHHONW CHCTEMBI
YIPaBJICHUS TEXHOJOTHYECKIM ITPOLIECCOM.

OIIEPATOP ABTOMATH3HUPOBAHHOH CHCTEMBI VIIPABJIEHUA TEXHOJIOITHYECKUM
ITPOLECCOM — pabOoTHHK, OCHOBHYIO YaCTh TPYAOBOH JESTEIbHOCTH KOTOPOTO COCTABIISIET MPOLIECC
BSaHMOHeﬁCTBHﬂ C TEXHOJOTHYECKHM OOBEKTOM YIpaBJICHUA, OCYH_IGCTBJ'ISIGMBII\/'I C HCIIOJIB30BAHUEM
OpTaHOB YIPABJICHUA U APYTUX TEXHUUCCKUX CPEACTB aABTOMATU3HUPOBAHHBIX CHCTEMAaX YIPABJICHUA
TEXHOJIOTHIECKUMH TPOLIECCAMH.

IIEPBBIH YPOBEHb — ypoBeHb, peanusylOIInii (yHKIMH pPeryJMpOBAHHS, NPOTHBOABAPHIHOL
3aIUTHl U OJIOKUPOBOK, B alIapaTHOM ILJIaHE 3TOT YpoBeHb npeacranieH ITJIK.

IHHEPUMETP ACY TII — ¢usnueckas u (unm) joruyeckas rpanuna ACY TII (cermenta ACY TII), B
npenenax koropoir Bmapensniem ACY TII obecneumBaercs 3amurta HH(QOpPMALIMU B COOTBETCTBUU C
€IMHBIMHA TPAaBWJIAMH M TPOLENYpPaMH, a TakKXKe KOHTPOJb 32 PEaM30BAHHBIMU MEpPaMH 3aIUThl
UH(pOpMaLUH.

IHOJIB30BATEJIb ABTOMATH3UPOBAHHOH CUHCTEMbI VIIPABJIEHHA
TEXHOJIOTHYECKHM IIPOLIECCOM - paborauk (agmunuctparop (mmxkenep) ACY TII,
onepatop ACY TII), koTopelii B mporecce CBOEH TPYAOBOH JIESTEIBPHOCTH B pPaMKaxX CBOHMX
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JOJPKHOCTHBIX I/IHCTPYKL[I/Iﬁ o6paLuaeTC$[ K Cpeacream BBIUHCIUTEIbHOU TCEXHUKH, TPUMECHACMBIM B
ABTOMATH3HPOBAHHBIX CHCTEMAaxX VIPABJEHUS TEXHOJOTMYECKMMH MPOIECCAaMH, C 3alpocoM Ha
BBITIOJTHEHHE PadoT.

ITPOI'PAMMHAA CPEJ/[A — cOBOKYITHOCTb IporpaMMHoOro obecriedeHusi, ucrnois3yemoro B ACY TIIT
IUISL PELIeHNsT OJHON MIJTH HECKOJIbKHX 3a/1a4.

PACIHIPEJEJTEHHAA CHCTEMA YIIPABJIEHHA (PCY) — COBOKYNHOCTh TEPPUTOPHAIBHO H
(YHKIIUOHAILHO PaCIPEAEEHHBIX TOJCUCTEM C €AMHBIM HH(POPMAILMOHHBIM MPOCTPAHCTBOM, B KOTOPOM
KaXKast MOACHCTEMA MOKET HCIIOIb30BATh MAPAMETPhI U PE3YJIbTAThI BBIUUCICHUH IPYTUX TOJCUCTEM.

POJIb — nipenonpeneneHHasl COBOKYITHOCTb MPABUJI, YCTAHABJIMBAIOLINX JOMYCTHMOE B3aMMOJEHCTBHE
Mexay nojib3osareneM 1 ACY TIL

CEI'MEHT ACY TII — coBokynHOCTh Heckonbkux koMmrnoHeHToB ACY TII, ucnonb3yromux o01myro (B
TOM YHCJIE Pa3AesieMyI0) Cpeay rnepeaadn u 0ObeAUMHEHHBIX ISl €MUHCTBA PelieHus (PYHKIIMOHATbHBIX
3amad.

CHCTEMA 3ALIUTBI  ABTOMATH3UPOBAHHOH CHCTEMbI VIIPAB/IEHUA
TEXHOJIOTHYECKHM IIPOIIECCOM — COBOKYITHOCTb OPTraHU3ALMIOHHBIX U TEXHHUYECKHUX MeEp
3aI0UTHI, HANPABJICHHbIX Ha OJIOKMpOBaHHWE (HEHTpanmu3auuo) yrpo3 Oe3omacHOCTH HH(pOpMAIUH,
peanu3aiusi KOTOPBIX MOXKET MPUBECTH K HAPYIIEHHIO INTATHOIO peKUMa (YyHKLHOHHUPOBAHUS
ABTOMATU3UPOBAHHON CUCTEMbI YIIPABJICHHS TEXHOJIOTHUECKUM MPOLIECCOM.

CHCTEMHOE IIPOTPAMMHOE OBECIIEYEHHE ABTOMATH3HPOBAHHbIX CHCTEM
VIIPABJIEHUA TEXHOJIOTHYECKHMH ITIPOIIECCAMH - nporpammHOoe obecredeHue,
npeaHa3sHAaYeHHOe s pa3paloTku ujm obecriedeHus pabOThI B PealbHOM BpeMEHU cucrteM cbopa,
00paboTku, 0TOOpakeHUs U apXUBUPOBAHUST HHPOPMALUU 00 00BEKTe MOHUTOPUHIA MJIHM YIIPABICHHUS
(SCADA - cucremsl, crnenuanusupoBanHoe [0, HeoOxomumoe sl KOPPEKTHOW pabOThl JaHHBIX
cucTeM, cpenpl pa3paboTKH U T.11.).

COBBITHE BE30ITACHOCTH (MH®OPMAIIUOHHOH) — vinentuduimpoBaHHOe BOSHUKHOBEHHE
cocrosiuust ACY TII (cermenra, kommoneHnta ACY TII), cepBuca mim ceTH, yKa3blBarollee Ha
BO3MOYKHOE HapymeHue 0e3omacHoCTH MH(pOpMauu, Wian cOOi CPEeaCTB 3alUThl HHPOPMAIUH, HIN
paHee HEU3BECTHYIO CUTYALIUIO, KOTOPAsi MOXKET ObITh 3HAYUMOH 11J1s1 6€30MacHOCTH WH(OPMALIUH.

CYF'BEKT JIOCTYIIA — mnonb3oBaTenb, NPOLECC, BBINOJHIIOIINE ONepauud (AeicTBUS) Hax
00BEKTaMH OCTYIA U NEHCTBUSI KOTOPBIX PETJIAMEHTHPYIOTCS MPABUIAMH Pa3TPaHUYCHUS TOCTYTIA.

TEXHOJIOTHH MOFHIIBHOI' O KO/]A — peanu3oBaHHBIE B IPOrPaMMHOM O0ECTICYEHUH MPOLIECCHI
CO3/IaHUs W WCIIONb30BaHUA MOOWJILHOTO Koaa (B 4acTHOCTH TexHonoruu Java, JavaScript, ActiveX,
VBScript).

YIPO34 HH®OPMAI[HOHHOH FBE3OINACHOCTH — COBOKYIHOCTb YCIOBHH U (aKTOpPOB,
OTIPEAEISIONUX MOTSHLUAIBHYIO WIH PEATbHO CYIIECTBYIOIIYIO OMACHOCTh HECAHKLIMOHHPOBAHHBIX U
(wnn) HempeaHAMEePEHHBIX BO3JECHCTBUI Ha TEXHUYECKHE CpencTBa u nHOopMannoo, o0padaTeiBaeMyO B
ABTOMATU3UPOBAHHOW CHUCTEME YIPABJICHUS] TEXHOJOTHYECKHUM TMPOLECCOM, U CHOCOOHBIX MPHUBECTH K
HApPYIICHUIO MTATHOTO PEKUMA €€ (PYyHKIIMOHUPOBAHUSI.

YAAJEHHBIH JJOCTYII — npouecc ToNyYeHus 10CTyIa (depe3 BHENIHIOK CeTh) K 00BEKTaM J0CTya
ACY TII u3 apyroit H”HPOPMAITUOHHON CUCTEMBI (CETH) WU CO CPENCTBA BHIYUCIUTEIBPHON TEXHUKH, HE
SIBJISIIOLIETOCS] TIOCTOSIHHO (HETIOCPEICTBEHHO) COeqUHEHHbIM (u3ndecku nim jorndecku ¢ ACY TII, k
KOTOPOH OH MOJIy4aeT AOCTYII.

VIIPABJIEHHE JIOCTYIIOM — orpannueHue U KOHTPOJIb JOCTYMa CYOBEKTOB JOCTyINa K OObEeKTaMm
nocryna B ACY TII B COOTBETCTBUY C YCTAHOBJICHHBIMH MPABUIAMU Pa3TPAHUYEHUs JOCTYIIA.

YAZBUMOCTDh - cBoiictTBO WH(OPMALIMOHHON CHCTEMBI, OOyCIIaBIMBAOIEe BO3MOXKHOCTH
peanuzanuu yrpo3 0e3omacHoCTH, obpabaTeiBaeMOi B Hel HH(GOPMALINH.

XOCTOBAA OIIEPAITHOHHAA CHCTEMA - onepallMoHHas CHCTeMa, B Cpele KOTOPOWM
(YHKIMOHHUPYET rUIIEPBU30P.

HEJTOCTHOCTh HH®OPMAIIHH - cBoiictBo 0e30macHOCTH UWH(POpPMALMK, TPH KOTOPOM
OTCYTCTBYET JII0OO0E €€ M3MEHEeHUE JINO0 H3MEHEeHHEe CyOheKTaMu TOCTYIA, HMEIOLUMU Ha HETO MPaBo.
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2. COKPAINEHHA

AB3 - AHTUBUpYCHas 3aI1UTa

AH3 —  Kontpons (ananu3) 3aumimeHHoCTH HHpopMauuu

APM - ABTOMaTH3UpOBaHHOE padouee MeCTO

ACO - AKTHBHOE ceTeBoe 00OpyIOBaHUE

ACY TII - ABTOMaTU3UPOBAHHAS CUCTEMA YIPABJIEHHS TEXHOJOTHYECKUM MPOLIECCOM

BH - BupTtyanbhas nuadpactpykrypa

JAHC — Obecneuenne neiCTBUI B HEIITATHBIX (HEMPEIBUACHHBIX ) CHTYaLIUsAX

3UC —  3ammura aBTOMAaTU3HPOBAHHON CUCTEMBI U €€ KOMIIOHEHTOB

3HH — 3ammTa MaIMHHBIX HOCUTENEeH HH(OpMALIH

3CB - 3amuTa cpeabl BUPTyaIn3aluu

HAD —  Hpentnduxaums u ayreHTUPHUKALNS CYyOBEKTOB AOCTYIA U OOBEKTOB 1OCTYTIA

HrI1 —  Hcrounuk 6ecriepe0OHHOrO MUTaHUs

M3 —  MexcereBoii 3kpaH

oiar - ObecrieueHre qOCTYTHOCTH

orrc —  OrpaHudeHue nporpaMMHON Cpenbl

ocC - OnepanyoHHasi cuCTeMa

oLt - ObecrieueHne EJIOCTHOCTH

PCh - Peructpanus coObIThii 6e30macHOCTH

3 —  Cucrema 3amuThl

80) 1 —  Cucrema oOHapy>XeHHsI BTOPKEHUH

Cciio - Cucremnoe nporpammuoe obecrneuenue ACY TIT

Cp3H - CpenctBo 3amuThl HHPOPMAIUU

YK© — VYnpasneHue KOHPUTyparei aBTOMATH3UPOBAHHONW CUCTEMBI YIIPABJICHHS H €€
CHCTEMBI 3aIIUTHI

yiy - YmpasieHue TOCTynoM cyObeKTOB JOCTyMNa K 00bEKTaM JOCTyna

SCADA -  Jlucmerdepckoe yIpaBlieHHE U cOOp TaHHBIX.

3. OBLTHE NTOJIO/KEHHA

3amura wuHGOPMAIMM B aBTOMATU3MPOBAHHOW CHUCTEME YIIPABJIEHHUS TEXHOJIOTMYECKHIMHU
NPOIIECCaMH SIBJIIETCS] COCTABHON YacThIO paboT Mo co3maHuio (MonepHu3anmn) u skcruryatammn ACY
TII 1 nomwkHa obecneunBaThCA HA BCEX CTAAMAX €€ KU3HEHHOTO [IUKJIA.

HpI/IHI/IMaeMbIe OpTraHU3allUOHHBIC U TEXHUYCCKUE MEPDI 3alllUThI I/IH(I)OpMaLII/II/II

—IOJKHBI  00€CreunBaTh JOCTYMHOCTH 0OpalaTeiBaeMOl B aBTOMATH3UPOBAHHOH CHUCTEMeE
ynpaBieHuss wuHGOpManuu (MCKJIIOYEHHE HEMpaBOMEpHOro OnokupoBaHMs UH(POpManuu), ee
LIEJIOCTHOCTD (MCKIIFOYEHNE HETTPABOMEPHOTO YHIUUTOXEHUSI, MOAH(PUIMPOBaHUS HHYOPMALINH), & TAKXKE,
npU HEOOXOIUMOCTH, KOH(PUACHIHMAIBHOCTh (UCKIIOYEHHE HEMPABOMEPHOTO JOCTYIA, KOMHUPOBAHMUS,
NPEAOCTABIIEHHS UM PACTIPOCTPaHEHHsT HHPOPMALIIN);

—IOJDKHBI COOTHOCHTBCSI ¢ MEPAaMU TI0 TIPOMBIIIICHHON, (QU3UYECKOMN, MOXKAPHOU, YKOJIOTHYECKOM,
panuanuoOHHONW 0OEe30MacHOCTH, WUHBIMH MepamMH 1o o0ecredeHni0 0e30MacHOCTH aBTOMATH3UPOBAHHOM
CHCTEMBl YIIPABIEHHUS U YIPaBIsIeMOro (KOHTPOJMPYEMOro) OOBEKTa W/HIM TEXHOJIOTHIECKOTO
npowuecca,

—HE JOJDKHBI OKa3bIBaTh OTPHUIATENILHOTO BIMSIHUS HA INTAaTHBIA PEKUM (DYHKIHOHHUPOBAHHUS
ABTOMATU3UPOBAHHON CUCTEMBI YIIPABJICHUS.

Tpebopanust k obecrneueHuro uHpopMannoHHol OesomacHoctu B ACY TII ompenensiroTcst B
3aBHCUMOCTH OT KJjlacCa 3al[UIEHHOCTH aBTOMATH3HUPOBAHHOW CHCTEMBbI YIpPAaBIEHUs, a TaKKe B
COOTBETCTBUH CO CICAYIOIIUMH HOPMATUBHBIMU JOKYMCHTAMU !

—IIpukaz @®CTIK Poccum Ne 31 ot 14.03.2014 r. «O6 yrBepknernu TpebdoBanuii k obecriedeHnto
3amuUTel  MHGOPMALMKM B aBTOMATH3MPOBAHHBIX CHCTEMAax YIIPABIEHUS MPOM3BOACTBEHHBIMH U
TEXHOJIOTHYECKHMH TPOLIECCAMU Ha KPUTHYECKH BAXKHBIX OOBEKTAX, MOTEHIMAJIBHO OMACHBIX OOBEKTAaX,



a Takke OOBEeKTaX, MPEACTABJISIOMUX MOBBIIIEHHYIO OMACHOCTD JUJISl JKU3HHU W 3J0POBbS JEOACH W st
OKpY>KaroLel NpUPOIHON CPeAbDy,

—Ilomntuka Kommanun «Konuenums mnHpopManmoHHO-TexHUUecKo Oe3omacHoctu ITAO «HK
«PocHedTe» Ne I13-11.1»;

—Ilonoxxenne Komnanum «MupopmanmonHass 06€30MacHOCTb. ABTOMATH3UPOBAHHBIC CHCTEMBbI
ynpasieHus TexHojornueckumu npoueccamm» I1AO HK Pocued s Ne I13-11 P-0012;

—Ilonoxenne Komnaanu « TpeboBaHUs K 3aIIHTe JIOKAJIBHBIX BBIMUCIUTENBHBIX ceTell Kommanumy,
MOAKJIFOYaEMBbIX B €AUHYIO KOPIOPAaTUBHYIO TEJIEKOMMYHUKALUOHHYIO CUCTEMY
ITAO «HK «PocredTo»Ne I13-11.01 P-0123.

4. KIACC BAITHINEHHOCTH ACY TIT

B coorserctBuu ¢ nonoxenusimu npukaza @CTOK Poccun Ne 31 or 14.03.2014 r. ACY TII
MPUCBOEH KJIACC 3AIMUIIEHHOCTH «YKasams kaace sauumyénnocmu ACYTI»

5. TPELEOBAHHUA K TEXHHYECKHM MEPAM 3ALTHTHI HHO®OPMALIUH B ACY TIT

Hacrosmue TpeOoBanus k TexHu4eckuM Mepam 3amuthbl HHpopmanun B ACY TII npeabasusroTes
K KOMIUIEKCY MPOrpaMMHO-TEXHHYECKHUX cpencTB Broporo ypoBHs ACY TII, obecneunBaroeMy AOCTyI
k uHpopmaunu, obpadareiBaemoii B ACY TII.

ba3oBblit HAOOP TEXHUYECKUX MEpP 3aIUThI I/IH(bopMaLu/H/I1 st ACY TII ¢ yuérom npuUCBOEHHOTO
KJlacca 3aIUIIEHHOCTH (11.4.), BKITFOYAET:

HIEHTUHOHKAIIUA U AYTEHTHOHKALIHA CYEBEKTOB JIOCTYIIA H OB BEKTOB
JOCTYIIA
(MA®D.1, UAD.2°, UAD.3 AD .4, UAD.5, UAD.6)

JlaHHbIe Mepbl IOJUKHBI ObITh pEaNU30BaHbI 38 CYET KCIIOJNb30BAHMS BCTPOEHHBIX B CHCTEMHOE
nporpammuoe obecrnieuenue ACY TII (CIIO), omepammonnyo cucremy (OC), BIOS wmexannsmos
3amuThl UHQOPMAIUK, CPEACTB aHTUBHPYCHOH 3amuthl (AB3), akTUBHOrO CeTeBOro OOOPYyIOOBaHUS
(ACO) u cpencTB MexkceTeBOro skpanupoBanus (MD).

lpumeuanue: Vuémnwvie oannvie, ucnonszyemsie ¢ ACVIII u eé Cp3H, oomicner cozoasamscsi 6
coomeememeuu ¢ mpedoOSAnUAMU  TOKATbHO-HOPMAMUBHBIX  OOKyMenmos Komnanuu 6 ooxracmu
obecnevenus saugumsor ungopmayuu 6 ACY TII. Mexanuzmor uoenmuduxayuu u aymenmupurayuu
CIIO, OC, ACO, AB3, M3 oonicnsr oboaaoams ciedyouumu YYHKYUOHATbHBIMU XAPAKMEPUCTIUKAMU:

—BO3MONCHOCHIL  3A0AHUSL NPOU3BONLHOU  ONUHBI NAPOJSA, COCMOosue20 U3 Yuppo-oyKeeHuvix
CUMBOIIOB BEPXHE20 U HUIICHE20 Pe2UCmPA, A MAKHCE CHEYUATLHBIX CUMBOIN08;

—B03MOJCHOCHb OZPAHUYEHUS CPOKA OeTICMBUA NAP OIS,

—B03MOJCHOCb 3aNpema NOSMOPHO2O UCHONb306AHUS NAPOJISL

—603MOACHOCHTL YeedomneHus nonvzoeameiss ACY TII o neodxooumocmu cmenst napoins,

—xpanenue naponeti oocmyna 6 ACY TII 6 3awuugennom euoe;

—oepanuyenue neycneutnvix nonsimox 6xooa 6 ACY T1I;

—npu cMeHe NapoJisL:

—B03MOCHOCHb OBOUHO20 NOOMBEEPIHCOCHUSE NPU CAMOCMOAMEIbHOI CMEHe NAPONIA;

—B03MOJCHOCMb  ABMOMAMUYECKO20 COpOCA NOsi 6600a NOCHE KANCOOI NPOGEPKU BEBEOEHHO2O
napois.

JomxHa OBITH peasn30BaHa BO3MOXKHOCTb M3MEHEHUsI MapoJjiel, CO34aBaeMbIX 110 YMOJIYAHHIO, B
TOM YHCJIE K CHCTEMHBIM YUETHBIM 3aITHCSIM.

VITPABJIEHHE JJOCTYITOM CYBFBEKTOB JJOCTYIIA K OB BEKTAM JJOCTYIIA
(VIIIL1, YIUL.2, YIIA,3, VIIJL4, YII5, YIIL6, VII, 11, VIIA, 13, VIIA, 14, YIIJ, 15, VIIJL.16)

JlaHHbIE MepBl TOJUKHBI OBITH PeajM30BaHbl 3a CYET HCMoyb30BaHUs BeTpoeHHBIX B CIIO, OC
MEXaHU3MOB 3aIIUThl HH(pOpPMAIMM, CPEACTB AaHTUBUPYCHOH 3ammTbl (AB3), akTHBHOTO CceTeBOro
obopynosanusi (ACO) u cpencTB MeKCeTeBOro SKkpanupoBanus (MD).

lpumeuanue: Ilpu peanuzayuu oocmyna pabomniukog k komnoneumam ACY TII neobxooumo nanuvue:



—BO3MOJCHOCMU ~ HACMPOUKU — MUHUMAILHO — HEOOXOOUMbBIX — NOJNHOMOYUN — ONsl  peuieHus
HPOU3BOOCMBEHHBIX 3010AY;

—B03MOCHOCIU OMKIIOYEHUS 6C€X OONOIHUMENbHBIX NPAE PAOOMHUKOE U (PYHKYUOHANA CUCMEM;

—BO3MOACHOCHIU HACMPOTKY npasa docmyna na ypoene mooyneti CIIO ACY TII;

—BO3MOIACHOCHIU HACMPOTUKU npasa docmyna Ha ypoene o6az oannsix ACVTII;

—B03MOJCHOCMU  HACMPOIKU Npasa OOCMYNa HA YPOGHE ONEPAYUOHHBIX CUCHIEM CepEepos
ynpaenerusi u APM.

IIpu npeoocmasnenuu npae u npueunecuii no oocmyny k komnonenmam ACY T1I:

—BO3MONCHOCHIL pa30eisims Npaea makum oo6pazom, 4moodsl y 0OHO20 auyda He O0bl10 NOAHO20
KOHmMponst HAO ecemu komnonenmamu ACY TII;

—uckmoyenue HekoHmpoaupyemo2o coseputerus onepayuii 6 ACY TII opyaumu nuyamu;

—B03MOJCHOCMb YNPABIeHUs OOCMYNOM HA YpoeHe poieil. IIpu smom MunumaisHuiii Habop poaei
na yposne CI10 ACY TII oonoicen exouams:

— poas, peanuzyiowyio gynkyuu aomunucmpamopa ACY TII, exnouaiowgue enecenue uzmenenuii 6
cocmae u kouueypayuio ACY TII, ycmanoexky u unuyuanuzayuio mooyiaei 110, cozoanue yuyemuuvix
3anuceil paboOMHUKO8 U YNpasieHe npasamu 0ocmyna,

— pons, peanusyiouyio gynkyuu onepamopa ACY TII, exmouaiowue ocywecmenenue 3a0ay no
KOHMPONIO U YNPAGIEHUIO MEXHON02UYECKUM NPOYEccoM, Oe3 803MONCHOCMEN GHeCeHUs UBMEHeHUN 6
cocmae u konghueypayuio komnoneumos ACY TII.

OTr'PAHHYEHHE ITPOT PAMMHOH CPE/TbI
(OIIC.1°, OIIC. 2°, OIIC.3)

JlaHHbIE Mepbl AOJUKHBI OBITH peaM30BaHbl 3a CUET HCMONb30BaHUs BeTpoeHHBIX B CIIO m OC
MEXaHU3MOB 3aLTUTHI HHHOPMALIH.

lpumeuanue: Jinn ACY TII Oonocen Owvims onpedenen u Ookymenmuposan nepevens 110,
yemanasausaemo2o na APM u cepsepul, exoosuyue 6 ee cocmas. B cocmae 10 ACY TII oonicrer
8X00UMb MONLKO Me NPOSPAMMHbBIE CPeOCmea U MOOYIU, KOMOpsie HeoOX0O0uMsl OJisl peanu3ayuu
Gyuxyuit ACY TII na xoukpemnom APM unu cepeepe c¢ yuemom peutaemvix umu 30044, a mMAKdice
npumensemsie 6 yeaax odecnevenus HE npoepammuvie cpeocméa u  mooynu. Ilpumensemvie
NpOCPAMMHBIE CPEOCMBA OOJINHCHBI OMBEUAMs CAEOYIOUUM YCIOBUAM:

—A6IAMBCA Ouyuanvroill eepcueti paspabomuuxa/senoopa 10,

—umems  ouyuabHOe  NOOMGEPIUCOeHUEe  COBMECMUMOCMU  (NPUKIAOHbIX — CUCMEM — C
obwecucmemnviv 110) om paspabomuura/éenoopa, nuoo umems OOKYMEHMAIbHO NOOMEEPICOeHHOEe
3aK104eHUe 00 YCHeUHbIX UCHBIMAHUAX HA coemecmumochs om nocmaeujuxoe ACY TII;

—omeeyams mpebosanuaM NO JUYEHIUOHHOU YUCMOMme, He HAPYWAMmb YbU-TUd0 Npasd
UHMENNIEKMYAIbHOT COOCMEEHHOCTIL,

—uMems KOMNIEKM SKCHIYaAMAayUuOHHOI OOKYMEHMAyuu, GKI0UAsL PYKOBOOCHBA HNONb3060MeIIs
(onepamopa) u aomunucmpamopa.

S3AIITUTA MALITHHHBIX HOCUTEJIEH HHO®OPMAITHH
(3HU.1, 3HU.2, 3HU.5, 3HW.6°, 3HU.7)

JlaHHBIE MEpBI MOJDKHBI OBITH pPealin30BaHbl 32 CUET UCmoNib3oBaHus BCTpoeHHBIX B OC, BIOS
MEXaHU3MOB 3aLIUTH HHOPMALIMH, CPEACTB AHTUBHPYCHOM 3amuThl (AB3).

lpumeuanue: B BIOS APM onepamopoé u unoicenepnvix cmanyuii ACY 111, cepeepos ynpasnenus
ACY TII oondicna Ovims 3anpeujena 3aepy3ka ONEPAYUOHHBIX CUCHEM C UHBIX HOCUmenedl, Kpome
HCECMKO20 OUCKA KOMNBIOMEPOB U CEPEEPOS.

Ilpu omcymcmeuu npou3e00cmeenHoil HeodxooumMocmu 6ce unmepeiicer u yempoiicmea 6600a-
6616000 HA cvemnbvie Hocumenu, exaoyas nopmer USB, IEEE 1394, nopmur kapm namsmu, ycmpoticmeda
umeHuA U 3aNUCU HA ONMUYECKUE U MACHUMHbIE OUCKU OOJIJNCHBI ObiMb OMKIIOUEHbI, d 603MONICHOCHIb
UMEHUS/3aNUCH C/HA CHEMHBIE HOCUMENU OONAHCHA ObIMb 30010KUPOBAHA C UCHONb30BAHUEM MEXAHUIMOG
sagumor OC unu AB3.

Bce axmur ucnonvzoeanus cvemuvix HOCumMenel UHGOpMayuu, ¢ YKA3AHUEM COBEPULEHHBIX
onepayuii  (YWmMeHUs/3anuc C/Ha HOCUMENb) OONNCHbI PeLUCHPUPOSAMBCS. 68 COOMBEMCMBYIOUUX
CUCMEMHBIX HCYPHANAX.



PETHCTPAIIUA COBBITHH BE30IMTACHOCTH
(PCB.1, PCB 3, PCB.4, PCB.5, PCB.6°, PCB.7)

JlaHHbIE MepBI JOJDKHBI OBITH peaj30BaHbl 3a CUET Mcmonb3oBaHusi BcTpoeHHbXx B CIIO, OC,
akTHBHOE ceTeBoe o0opynosanue (ACO) mexaHM3MOB 3amuThl nHpopMarwn, AB3 u MD.

Lpumeyanue: Mexanuzmol pecucmpayuu coosrmuit CI110, OC, ACO, AB3, M3 ooncusr obechnevusams:
—XpAaHeHue HCYPHANO8 cobbimuil Cpoxom He menee 1 200a co OHa (huxcayuu nocieoHe2o coovimusl,
—pe2ucmpayuro  6x00a/8bix00a NONb306amenell, GKIIOYAA HeYCHeuiHvle NONbIMKU OOCHYNd, C

VKA3aHUeM UOeHMUDUKAMOopa nonbs306ameJis, Oamsl U 6peMen CoObIMU;

— peaucmpayuio codvimuii CO30aHUs, YOANeHUsl, U3MEHEeHUS NPUSUeUil NOTb306ameleil,;

—peaucmpayuio oeticmeuti onepamopoe ACY TII, aomunucmpamopos ACY TII, no euecenuio
usmenenuii 6 konguzypayuio u nacmpoiiku ACY TII, ¢popmuposanue xomano u onepayuii ¢ ACY 111,
onepayull ¢ HCYPHAIAMU PeLUCMPayuU;

—peaucmpayuio coeepuiaemux mexnonocuveckux onepayuii 6 ACY TII u napamempsr onepayuil,
BKNIOYUASL OamMy U GpeMsi COGePULeHUs ONePpayull U UHblE NAPAMEmpPbl (HANpUMep, UOeHMUDUKAMOPbI
000pYOOBAHUS, KONUYECHMBEHHbIE XAPAKMEPUCMUKY ONepayu/mpan3akyuu (00vem, macca, cKopocms
HOMOKA U M.N.), husuyeckie napamempel — memMnepamypd, NIOMHOCMs, OAGIEeHUE U M.1.);

—pecucmpayuro CUCMeMHbIX OUUOOK,

—peaucmpayuio usmenenus napamempos kougpueypayuu 110, cocmasa komnonenmos ACY 111,
YCMAHOBKU/YOQNIeHUsI NPOCPAMM U OOHOBIeHUL;

—pe2ucmpayuro 3anycka/OCMAnOBKY cOOIMUIL U NPOYeCco8, 3aNYCKA/OCMAHOBKU OCOOBIX PEHCUMOB
pabomut 110 u obopyoosanus ACY TII;

—peaucmpayuio oocmyn k oovexmam ACY TII — ¢aiinam xonghueypayuu, gaiinam oannvix, gaiinam
HCYPHAII08 PeUcmpanui.

—pe2ucmpayuro 00Cmyna aOMUHUCMPAMOPOS K AKMUGHOMY CEMeBOMY 000PYOOBAHUIO;

—pe2ucmpayuro OeiicCmeus AOMUHUCMPAMOPOS, GKIIOYAS GHECEHUE UMEHEHUN 6 KOHueypayuu
AKMUBHO20 Cemeso20 0O0PYOOBAHUS;

—pe2ucmpayuro  YCMAaHOBKU  OOHOGNEHUI — NPOSPAMMHOU — 4ACMU  AKMUGHO20 — CEeMmeBo20
000pyOoBaHus;

—peaucmpayuio ouubox u cooes 8 pabome AKMUBHO20 CemeB8020 0OOPYOOBAHSL,

—pe2ucmpayuro cemesuix coObImuil, Maxie KaK pe3yavmam NONsIMKYU YCMAHOGIEHUS COeOUHEHUS,
pes3yibmamsi aymeHmu@ukayuu, GKIYe e U OMKII0YeHIe KAHAN06 CEA3U U Np.

—peaucmpayust 6cex Oelicmeuii N0 CO30AHUI0 YYemHbIX 3anuceli (H0eHmuUpUKamopos), npuceoeHus
u usmenenus npas oocmyna k komnonenmam ACY TII 6 oicypnanax coovimuti ACY TII.

AHTHBHPYCHASA 3AIITHTA
(AB3.1, AB3.2)

JlaHHBIE MepbI JOJDKHBI OBITH pEATN30BaHbI 38 CUET NCIIOB30BaHUs cpencts AB3 u MD.

lIpumeuanue: Anmueupycnasn sauyuma:

—0012ICHA ObIMb peanu306ana Ha yposue gaiinosoii cucmemst APM u cepsepose AC'Y TII, a maxoice
M3 (6 cnyuae e2o npumenenus);

—002ICHBI NPUMEHAMbCsL cpeocmea AB3 ne uudice 5 knacca 3auguiyyéHHOCMUY NO Kaaccugukayuu
DOCTIK Poccuu,

—cpeocmea AB3 0ondicnsr nOCMABHAMbC UCX00sL U3 KOIUYECHIBEHHO2O COCMABA MEXHUYECKUX
cpeocme ACY TII, na komopuix npeononaeaemcst ux npuMeHenue, ¢ TUYeH3UAMU HA CPOK IKCHIYAmayuu
ACY TII

—00121CHBI NpUMensImuesl caeoyrowue cpeocmea AB3 no kraccugpuxayuu OCTIK Poccuu:

a) 8 asMOMAMU3UPOBAHHBIX CUCMEMAX Ynpaeienus 1 Kkiacca 30auuiyyeHHocmu - Cpeocmed

AHMUBUPYCHOT 3a1yUMbl He HUdiCe 3 KAACCa 3aiyimul;

0) 6 ABMOMAMUUPOBAHHBIX CUCMEMAX YNPAGIeHUA 2 KIACCA 3AUUUEHHOCHU - CPeocmed

AHMUBUPYCHOT 3auyumut He Huice 4 Kaacca 3auumul;

8) 6 ABMOMAMUBUPOBAHHBIX CUCMEMAX YNpasieHus 3 Kiacca 3auyuujeHHOCmu cpeocmea

AHMUBUPYCHOT 3AYUMbL HE HUJICE 5 KAACCA 3aUmbl;

—Cpeodcmea  anmusupycnoil  3auumetr  OOJJACHBI  00IAOAMb  BO3MONICHOCHILIO  OMKIIOYEHUS
ABMOMAMUYECKO20 OOHOBNEHUA U CKAHUPOBAHUA.



Jna ecex npumensemeix na APM u cepsepax ACY TII (xommymayuonnvie cepsepwi, SCADA-
cucmembvl, cepeepuvl NPUNONCEHUI U 0a3 OAHHBIX) AHMUBUDYCHBIX CPEOCmE 00A3amenbHO OuyUaAIbHOE
noomeepoicoenue nocmasuukom ACY TII  wunu  opeanusayueti, ocyujecmensioueti  eneopenie,

mexHuYecKy1o noooepicky uw/unu conposodicoenue ACY TII, npoepammnoii coemecmumocmu ¢ CIO
ACY TII

CHCTEMA OBHAPYKEHHA BTOPKEHHH
(COB.0°, COB.1°, COB.2%

JlaHHBIE MEpBbl AOJKHBI OBITh pPEANM30BAaHBI 32 CYET HCIOJIb30BAHUS BCTPOSHHBIX MEXAaHU3MOB
samutel MO u AB3.

lpumeuanue: Peanuzyemcs cpeocmeamu Meoiccemegozo skpanuposanus. [loopobnvie mexuuveckue
xapaxmepucmuru ykazanst ¢ Pazoene 6.

KOHTPOJIb (AHAIH3) 3AITHIIJEHHOCTH HH®OPMALIHH
(AH3.2, AH3.4, AH3.5%)

JlaHHbIE MepBl IOJUKHBI OBITH pPeaTM30BaHbI 3a CUYET HCMONb30BaHUs BCTpoeHHbXx B CIIO, OC
MEXaHU3MOB 3aIIUThl MHPOPMALNH, CPEACTB aHTUBHUPYCHOH 3ammThl (AB3) m cpencTs MmexceTeBoro
skpanuposanust (M3).

Ipumeuanue: Obnoenenus eepcuii u 0a3z oannvix cpeocms 3sawumer ACY TII, CIIO oonichet
HpOU3BOOUMBCS. 6 COOMEEMCMEUU € COOMBEMCMEYIOWUMU  UHCIPYKYUAMU, — NOCMABIAEMbIMU
UCRONHUMENIEM Mecme CO CPeOCmBAMU 3aUfUnb.

OBECITEYEHHE I[EJIOCTHOCTH
(OLUL1% OLUL3, OLJL6”, OLJL.7%, OLUJL8%)

JlaHHbIE MepBl NOJUKHBI OBITH pPeaiM30BaHbl 3a CUYET HCmonb3oBaHUs BeTpoeHHbIX B CIIO, OC
MEXaHU3MOB 3aLUTHI HH(POPMALIHH.

lpumeuanue: B ACYTII u eé Cp3H oOomxucna O6eims peanu3o6and 603MOICHOCHb KOHMPOJIs
yerocmuocmu 110, exnouas ux 0OHOGNEHUSA, C UCNONL306AHUEM KOHMPOTIbHBIX CYMM, XOUL-QOYHKYUU Unu
NEKMPOHHOT NOONUCH 6 Npoyecce 3a2py3Ku Uil ounamuyecku 6 npoyecce pavbomor ACY TI1.

Hcnonvzoeanue asmomamuzupoeannsix cpeocme Koumpons cocmaea u yeiocmuocmu 110, npu ux
HanuyuU, He OOJNCHO KAKUM-TUOO 0bpazom enusme na pabomy 110 (6rokuposeams unu ocmanasiueams
padomy npozcpamm, Yoansims Qailivl), MOALKO pecUcmpuposams @GaxKm HAPYULEHUs! C YKA3AHUEM
HA36AHUSL USMEHEHN 020 NPOCPAMMHO20 MOOYIS U HE 80uedute2o 6 nepeuens paspeuiennoo 110.

OBECIEYEHHUE JJOCTYITHOCTH
(ONT.1% OAT.2%, OJT.3% OMT.4, OAT.5)

JlaHHbIE MepBl TOJUKHBI OBITH pPeaiM30BaHbl 3a CUET Hcmonb3oBaHUs BeTpoeHHbx B CIIO, OC
MEXaHU3MOB 3aLUTHI HHpOpMaru, MD.

lpumeuanue: M3 oOonoicnvr 061a0aMb® BO3MONICHOCHIBIO KOHQPUYPUPOBAHUSL 6 OMKA30YCMOUYUEOM
kaacmepe. Cpeocmea sawpumer ungopmayuu ACY TII  oondicner  odradams  QYHKYUOHANLHOT
BO3MONCHOCIBIO 8bINOIHEHUS PE3EPEHO20 KONUPOBGAHIUSL C COXPAHEHUEM Pe3ePEHbIX KONUU HA MAULUHHbIE
HOcumeu unghopmayu.

Pe3zepsnomy konupoeanuio noonexcam:

—paiiner u o6azer oannvix ACY TII - ne pesice 00n020 pasa 6 neoeunto;- 31eKmpOHHbIE JICYPHANbI
peaucmpayuu cobeimuii ACY TII - ne peasice 00n020 pasa 6 neoenio,

—konguzypayuonnsie ¢haiiner komnonenmos ACY TII u cpeocme 3awgumuor ungpopmayuu ACY TII —
npu kadcoom enecenun uzmenenuti 6 kongueypayuonnsie nacmpoiiku ACY TII u eé cpeocms 3augumei,
HO He pedice 0OOHO20 pasa 8 Mecslly;

—o0paszwer cucmemuuix gcecmrux ouckoe APM u cepeepos ACY TII - ne pesice 00no2o pasa 6 mecsy
(Heoens, 6 Cayuae uCHOIb306AHUSA GUPMYATLHOT UHDPACMPYKIYDbL);

—00/mACHAa ObIMb 00eCneyeHa B03MOICHOCHIL NPOCMOMPA / 60CCMAHOBIEHUSL OAHHBIX U3 Pe3ePEHbIX
KONUil.

3ALTHTA CPE/]bI BUPTYAJIM3ALTUH
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(3CB.1, 3CB.2, 3CB.3, 3CB.4% 3CB.6% 3CB.7%, 3CB.8°, 3CB.9, 3CB.10%)

JlaHHbIE MepBI JOJDKHBI OBITh Peaji30BaHbI 3a CUéT Mcmosnb3oBaHus BCTpoeHHbIXx B CIIO, OC,
MeXaHU3MOB 3aiuTel, AB3, MD.

Hpumeuanue: Cp3HU ¢ ACYVTII oOondxcusr obecneuusams uoenmugpuxayuio u aymenmupurayuio
cyOvekmos oocmyna u 00beKmos OoCmyna 6 GUPMYAIbHOI UH@pacmpykmype, 6 moOM 4Yucie
AOMUHUCMPAMOPOS  ynpasieHus cpeocmeamy eupmyanuzayuy, ¢ coomeemcmeuu ¢ MAD.1, UAD.2,
HAD.3, HAD.4, HAD.5, HA®D.6, ¢ yyémom mpebosanuil k pynkyuonansnvim 6osmodncnocmsam Cp3H 6
ABMOMAMUUPOBAHHBIX CUCMEMAX YNPasieHus npeovasisemvimu 01 UAD.

Cp3H 6 ACVTII oondicner obecneuueams ynpaenenue OOCMYNOM CYOBeKmo6 O0OCMmynda K O0beKmam
docmyna, 6 mom wucie eHympu eupmyanvusix mawiun, 6 coomeemcemeuu ¢ YIJ[.1, YVII[.2, VIIJ].4,
VIS, VIL.6, VIIJ[.11, VII]]. 13, a makoce mpebosanusimu Kk (pynkyuonansnsvim eozmodicnocmsam Cp3H
8 ABMOMAMUUPOBAHHBIX CUCMEMAX YRpasaenlist npeovaeisemoimu Ons VI

Cp3H ¢ ACVTII oomicner obecneuusams pecucmpayuio coOvimuili 6e30nacHocmu 6 GUPHYyaIbHOIl
ungppacmpykmype ¢ coomeemcmeuu ¢ PCbH.1, PCE.3, PCb.4 u PCDE.5, a makoce mpedosanusm K
Qyuxyuonanvnvim éosmodcnocmam Cp3H 6 asmomamusuposannvix cucmemax PCD.

Cp3U 6 ACYTII oonoicner obecneuusams ynpasnenue ROMOKAMU UHPOPMAyuU Mencoy KOMNOHEHMAaMU
BUPMYAILHOM UHPPACMPYKMYPLL U NO NEPUMEMPY GUPIIYAIbHOM UHPPACMPYKMYPbI 8 COOMEEMCMEU C
Vi3, 3UC.3.

Cp3H 6 ACVTII Oonxcusr obecneuueams KOHMPONL YEAOCHHOCMU KOMHOHEHMOE GUPMYATbHOT
ungppacmpyrmypsr 6 coomsemcmeuu ¢ OILJI 1.

Cp3H 6 ACVYTII oOonocner  obecneuusamev pes3epenoe  KORUPOGAHUE OAHHBIX, Pe3ePEUPOBaHIe
MEXHUYECKUX CPEOCM8, NPOCPAMMHO20 00eCneyeHlsl GUPMYANbHOU UHPPACMPYKMYPbl U KAHAIO08 CEA3U
sHympu supmyansnoi  ungpacmpykmyper 6 coomeemcmeuu ¢ OJ1.2, OJT4, OJ[T.5, a makoce
mpebosanuam Kk Qyukyuonanonvim  o3modcnocmam  Cp3H 6  asmomamusuposannvix cucmemax
ynpaeaenus npeovaeusemvimu 0as OJ[T.

Cp3H 6 ACVTII oOomicnvr obecneyusame peanuzayuio u ynpaeienue aHmMueUPYCHOU 3auyumoii 6
supmyansroti ungpacmpykmype 6 coomeemcmeuu ¢ AB3.1, AB3.2.

Cp3U 6 ACVTII oondicnsr obecneuusame paszbuenue SUPHYAIbHOU UHDPACMPYKMYPbL HA Ce2MeHN bl
(cecmenmupoganue SUpMYAnvHOU ungpacmpykmypst) O 06pabomxu  uHGoOpmayuu  OmoenIbHbIM
noav3o06amenem u (unu) epynnoii nonvsosameinei 6 coomeememeuu ¢ 3UC.17.

B pamkax 0onoeo ¢usuveckozo xocma BH 3anpewaemcs pazeopauusame d6onee oonoit ACVTII.

VIIPABJIEHHE OFHOBJIEHHAMH ITPOTPAMMHOT' O OFECIHIEYEHHA
(OI10.0, OI10.1, OTI0.2)

JlaHHbIE MepBlI TOJUKHBI OBITH pPeaiM30BaHbl 3a CUYET HCMOJib30BaHUSA BCTpoeHHBIX B CIIO, OC
MeXaHU3MOB 3a1uThl HHpopManmu, AB3 u MD.

lpumeuanue: B xomnnexm nocmasku ACYTII oonxcuer exooums uncmpykyuu no oouoenenuio OC,
CIIO, cpeocme AB3 u cpeocme M3, a makoice peenamenmst (UHCMPYKYUU) HO yCMAHOBKE OOHOBNEHUT
OC u CIIO om paspaoomyurxa ACVTII.

3AIITHTA ABTOMATH3HPOBAHHOH CHCTEMBI H EE KOMITOHEHTOB
(3UC.1, 3UC.3, 3UC.7%, 3UC.117% 3UC.15% 3UC.17, 3UC.20, 3UC.22, 3UC.23, 3UC.30)

JlaHHbIE MepBlI TOJUKHBI OBITH peajiM30BaHbl 3a CYET HCHONB30BaHUS BCTpoeHHbIX B CIIO, OC
MeXaHU3MOB 3auThl nHpopmanmu, AB3 u MD.

lpumeuanue: B ACYTII u eé Cp3H oondicna 0vims peanu306ana 603MONACHOCHIL JOKATLHOR0, AUOO €
UCNONBL306AHUEM  3AUUUJEHHBIX HPOMOKOI08 CEeMeBo20  G3AUMOOeCMEUs  AOMUHUCMPUPOSAHUSA U
KoHghueypuposanus komnonenmoe cemeeoii ungppacmpykmyper ACY TIl. AOmunucmpamusenviii oocmyn
doaxcen  Ovimb  paspeuter MOAbKO C Cemessix aopecos, CHeYUAIbHO GblOCNEeHHbIX OJisl  9MO20
AOMUHUCMPAMUBHBIX KOHCONEIL.

Jlna crudcenus CrOMCHOCMU AOMUHUCMIPUPOBAHUS NPU  PA3ZPAHUYEHUU OOCMYNA K KOMHOHEHMAaM
ACY TII neobxo0uma 603MOANCHOCMb peanu3ayut OOCHYnA, OCHOBAHHOM Hd PONEEOM HOOX00e.
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IIpu npumenenuu ¢ mexnonocuveckux cemsx ACY TII cucmem 6ecnposoonoii cesasu O0MNCHO
obecneyueamscs:

—6vr0enenue 6ecnpoBOOHbIX cemeli Ces3U 6 OMOeNbHbIN CemeBoil cecMenm ¢ oOecneueHuem e2o
3augumst ¢ uchoavzosanuem MO,

—aymenmughuxayusi  6eCnpoBOOHbIX  yCmpolicme npu  oocmyne Kk 0ecnpo8oOHOl cemu ¢
UCNONB306AHUEM KPURMOPADUUECKUX ANCOPUMMOS;

—wupoéanue  OaHHLIX 6  KAHAIAX  C853U  OeCHPOBOOHOI  cemu ¢ UCHOAb30BAHUEM
KPURMO2paghuue ckux aneopummos.

OBECITEYEHHE JEHCTBHH B HEIITATHBIX (HEITPEIBH/JEHHBIX) CHTYAITHAX
(JTHC.4%, JTHC.5)

JlaHHbIE MepBl TOJUKHBI OBITH peajM30BaHbl 3a CUYET HCMONb30BaHUs BCTpoeHHBIX B CIIO, OC
MEXaHU3MOB 3aIUTHI HHpOpMaru, MD.

Ilpumeuanue: B oononnenue Kk YKA3AHHBIM MepaAM 3auyumsl ungopmayuu 01s obecnevenus Oeticmeuil 6
Hewmamuslx  (Henmpeosuoennvix) cumyayusx ([[HC) neobxooumo yuumoeieame mepsi 3aiyumsl
ungpopmayuu u obszamenvHvie OOnOAHUMENbHYBIE hyHKyuonanvnvie éosmodicnocmu ACVTII u eé Cp3H
ons obecnevenus oocmynnocmu (OJ]1).

VIIPABJIEHUE KOH®UI'YPALIUEH ABTOMATH3HPOBAHHOUH CHCTEMBI YIIPAB/IEHHA
H EE CHCTEMBI 3AIIIUTHI
(YK®.2)

JlaHHbIE MepBl TOJUKHBI OBITH peajM30BaHbl 3a CUYET HCMONb30BaHUs BeTpoeHHBIX B CIIO, OC
MeXaHU3MOB 3aluThl nHpopManmu, AB3 u MD.

Ilpumeyanue: Bcempoennvie mexanuzmor sawygumer CIIO, OC, AB3 u MD pomxsbl 00jamaTh
BO3MOKHOCTSIMH.

—CaHKYUOHUPOBAHUSL 6HeCeHUsl usmenenuil 6 o6azoeyio xkongueypayuio ACY TII u ee cucmemvi
3auumeol;

—peaucmpayuu Oeticmeuii no enecenuto usmenenuii 6 oasoeyo xongueypayuio ACY TI u ee
CUCmeMbl 3auunbl;

—coxpanenus oannvix 06 uzmenenusx 6azoeoi kougpueypayuu ACY TII u ee cucmemvr 3aiyumeo;

— KOHmMpoas Oeiicmeuil no enecenuio uzmenenuii 6 6azoeyio kongpueypayuio ACY TII u ee cucmemvi
3auyums;.

B cnyudae HeBozMoxkHOCTH ucnonb3oBaHuss B ACY TII ykasaHHBIX Bbllll€ CPEIACTB 3aLUUTHI
uHpopManmu (BCTpoeHHbIX Mexanm3MoB 3amutel CIIO, OC, BIOS, ACO, u AB3, MD), mns
obecniedeHust TpeOyeMoro ypoBHsi 0€30MaCHOCTH ¢ YYETOM MPHUCBOSHHOTO Kiacca 3amuménnoctu ACY
TII (cm. m. 4) w peanmsauuu Mep 3amMThl MHGOPMALMM, YKAa3aHHBIX B HACTOSALIEM pasfene,
HcnonHuteneMm IOJKHBI ObITh MPENJIOKEHbI HHbIE CPENCTBA 3aLIUTHI MHYOPMALIUH, C MPENCTaBICHUEM
IOKYMEHTAJBHOTO OOOCHOBAaHHUSI WX INMPHUMEHUMOCTH, JMOO pa3paboTaHbl KOMIIEHCHPYIOLIHE MEPhI C
IOKYMEHTAJbHBIM OOOCHOBaHHEM HX BO3MOXKHOTO NMPUMEHEHHUs, B BHIE pa3pabOTaHHON Mopenu yrpo3
uHpopmaunonHoit 6esonacHocta ACY TIL

! OGo3HAYCHHE M HAMMEHOBAHKE MEp 3AIIMTHI JAHBI B COOTBETCTBHH ¢ IIpuioxernem 2 k mpukasy ®CTIK Poccun Ne 31 ot
14.03.2014 1.

g Mepa 3amuTsl HHPOPMAIHH MPUMCHACMAT B ABTOMATH3HPOBAHHBIX CHCTCMAX YIPABJICHAA Ki1acca 3amumEHaoCcTH K2 1 K1
: Mepa 3ammThl HHPOPMAIHH MPUMEHACMAT B ABTOMATH3HPOBAHHBIX CHCTCMAX YIIPABJICHUA KiIacca sammméHaocTH K1
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6. TPEEOBAHHUA K TEXHHYECKOMY OBECHHEYEHHIO ACY TII H CPE/ICTBAM
3ALTUTBI HHO®OPMALIHH (PEKOMEH/[VYEMBIE)

MAIHTHUHHBIE HOCHUHTE/TH HH®OPMALIHH

MamuHHbIe HOCHUTETH I/IH(I)OpMaL[I/II/IJ HUCIOJIB3YEMbBIC IJIA XPaHCHUA PC3CPBHBIX KOITHH JOJIZKHBI
YAOBJICTBOPATDH CACAYHOIINUM TEXHUYCCKUM XaPaKTCPUCTUKAM:

—umeth émkocth He Mmenee 1000 I'b (1 TB) mns pesepHbIX Komuil 0a3 MaHHBIX, *KYPHAJIOB
coObITHii, 00pa3oB cucreMHbIx 1uckoB APM u cepeepo ACYTII,

—umetrh éMkocTh He MeHee 100 I'bB mis pesepBHbIX Komuii koH(purypamuonusx ¢ainos CIIO
ACVYTII, akTHBHOIO KOMMYTaLIMOHHOTO 00opynoBanus, cpencts AB3 u cpencts MD.

CPE/[CTBA MEKCETEBOI'O SdKPAHHPOBAHHA

CpencTBa MEXKCETEBOrO HSKPAHMPOBAHUS JIOJDKHBI YAOBJIETBOPATH CIEAVIOUIMM TEXHUYECKUM
XapaKTEPUCTHKAM:

—06azoBas koHpurypauus: 4 nmopra 10/100/1000Base-T RJ45/250Gb/220V;

—cereBble nonkiroueHus: [Pv4/ 1024 unrepdeiica wnmu VLANs/Layer 2 (mpo3paunsriii) u Layer 3
(MapIIpyTH3aLHN) PEXKHM,;

—MexcereBoe skpannposanne (FW) u NAT;

—VPN u TyHHENIUpOBaHUE,

—KOHTpPOJIb Ha mpukiagHoM ypoBHe (Application Control) Ha CTbIKE KOPIIOPATUBHOM CETH U CETH
ACVYTI],

—dunprpanuro URL (URL filtering)

—MexaHu3Mbl 3auuThl: Firewall/Antivirus/IDS;

—JIOJDKHO OBITh MPEAYCMOTPEHO pe3epBHPOBAHKE CPeACTB MO Ha CThIKE KOPIOPATHBHOW CETHU W
cetu ACYTIL

[Tpumensiembrit M3 HOKEH BBITIOIHSTE CIEAYIOIIUE OCHOBHBIC (DYHKIUH:

—obecrieueHne (QUIBTpALIMM BXOIAIIET0 W HMCXOMSINEr0 CETEeBOro Tpaduka Ha CETEBOM,
TPAHCIIOPTHOM H MPHKJIAJTHOM YPOBHSAX Ha OCHOBE 3aJJaHHBIX MTPABUI (DHIIBTPALIHH;

—perucTpanusi W y4eT (PUIBTPYeMbIX BXOMSIIUX W HCXOMSIIUX MAKeTOB  (aHHBIX)
KOMMYHHKAIIHOHHBIX MPOTOKOJIOB CETEBOrO YPOBHS C YKa3aHHEM aTpHOyTOB (PHIIBTPYEMBIX ITaKETOB,
BpPEMEHHU, pe3yJbTaTa (PriIbTpaluy u ap.;

—uneHTH(UKALUs U ayTeHTU(QUKAIMA BXOMALIMX W HCXOMSIIUX 3alpoOCOB Ha YCTAHOBJICHHE
COoeMHEHUI (MPOTOKOJBHBIX OJIOKOB MAHHBIX KOMMYHHKAILMOHHBIX MPOTOKOJIOB TPAHCIOPTHOTO
YPOBH);

—(ubTpaLys 3apOCOB Ha YCTAHOBJICHUE COSNMHEHUI Ha OCHOBE 33JaHHBIX MPaBWII (PHIIbTPALINY,

—perucTpanusi U y4deT (UIBTPYEMBIX BXONALIMX W HCXOMASIIUX 3alpOCOB Ha YCTAHOBJICHHE
COEAMHEHUH C yKa3aHueM aTpuOyTOB (PIIIbTPYyEMBIX TAKETOB, BPEMEHH, pe3ysibTaTa GUIbTPaluy U Ip.;

—obecrieueHne TPAHCISLUMM Ha TPAHCIOPTHOM W MPUKIAJAHOM YPOBHSX (TIPOKCH)  AJst
OTpeeNIEeHHBIX IPOTOKOJIOB;

—PperucTparus 1 y4eT MOMNbITOK HAPYIIeHHs 3aJaHHbIX B MDD npaBut GuiIbTpanumy,

—uneHTH(UKaIMs U ayTeHTUUKALMs HHXKEeHepa 1o skcrutyaranui C3U npu nombiTke AOCTyna K
MD;

—perucTpanus 1 y4eT BXoaa/BbIxoa HHxkeHepa nmo skcrutyaranuu C3U B cucremy/u3 cucremsr MO
C YKa3aHueM aTpuOyTOB CyOBEKTa, pe3ysibTaTa PErUCTPUPYEMOro COObITHS U Ap.;

—KOHTPOJIb U AHAJM3 JIETUTUMHOCTH JAEHCTBUI, BBIMOJHAEMBIX C aJAMHHHCTPaTUBHBIMU
MOJIHOMOYMSIMY,

—KOHTPOJIb LIE€JIOCTHOCTHU MPOrpaMMHON yactu MD;

—dunpTpanus spenoHocHoro 110;

—OJIOKMPOBAHNE BHEIIIHUX aTaK.
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Hnsa 3amutel cereBoil uH@pactpykrypel ACY TII OT HeCaHKIIMOHMPOBAHHOTO [OCTyNa Ha
nepuMeTpe TEXHOJOTMYEeCKOH ceTH o0s3aTenbHO mpuMeHeHne MDD, cepTuGUUUpOBaHHBIX 1O
TpeOoBaHUsIM O0€30MacHOCTH MHPOPMALIUH.

B ACY TII knacca 3amumennoctu K1:

-MD He Huxke 3 kimacca B cioyudae B3aummoneiicteus ACY TII ¢ wundopmarmonHo-
TEJICKOMMYHHUKALIMOHHBIMU CETSIMU MEKIYHAPOIHOTO MH(POPMALIMOHHOTO OOMeHa 1 He HIke 4 Kjacca B
Cllydae OTCYTCTBHS TAKOTO B3aUMOJICHCTBUS,

—B ACY TII knacca 3amumieHHocTH K2:

-MD He wHmwke 3 kiacca B choydae B3aumopelicteusi ACY TII ¢  wundopmamoHHO-
TEJICKOMMYHHUKALIMOHHBIMU CETSIMU MEKAYHAPOIHOTO MH(POPMAIMOHHOTO 0OMeHa U He HuXke 4 Kjacca B
Cllydae OTCYTCTBHSI TAKOTO B3aUMOJICHCTBUS,

—B ACY TII knacca 3amumenHocta K3 npumensroTes:
—MD ne Hmke 4 Kacca.

CPEJJCTBA ACO

Cpenctsa ACO, npumeHnsiemble A 3aiuThl Ha BTopoM ypoBHe ACY TII, nomKHBI yAOBIETBOPATH
CJIEAYIOIINM TEXHUYECKUM U (PYHKIIMOHAIBHBIM XapPaKTEPUCTHKAM:

—HnHTEPEHCHI:

¢ 10/100/1000Base-T xonmu4ecTBO MOPTOB Ha KOMMYTATOpPE BBIOMPAETCS] UCXONs U3 MOTpeOHOCTEH
padotel ACY TII, ¢ yuérom Hamuumst He MeHee 50% CBOOOIHBIX MOPTOB OT YMCJIA UCTIOJb30BAHHBIX JIJIs
BO3MOXKHOCTH paciupenuss ACY TII,

¢ 10/100/1000Base-T/SFP He meHee 2 HOPTOB,

—-VLAN:

e rpynnsl VLAN;

¢ 802.1Q Tagged VLAN;

e VLAN Ha OCHOBE MOpTa,

¢ 802.1v Protocol VLAN;

e VLAN Ha ocHoBe MAC-anpecos;

¢ VLAN Trunking;

—0€e30macHOCTb:

e SSH v2;

o SSL v1/v2/v3;

e Port Security;

e nnpusszka IP-MAC-Port;

® 3aIUTa OT HIMPOKOBEINATEIbHOT0/MHOT0aIPECHOT0/0THOaIPECHOTO ITOPMA,

e cerMeHTauus Tpaduka.

HbII

Bce akTMBHOE cepBepHOE U ceTeBoe OOOPYNOBAHME MIOJDKHO OOECTIeYMBATHCS HCTOYHHKAMU
oecriepedorinoro muranus (MUBIT). MBIl ngomxkHBl 005amaTh CHEAVIOMIUMH TEXHUYECKUMH W
(YHKIIMOHAJIbHBIMH XapaKTePUCTHKAMHU:

—BbIXOJHOE Hanpspkenne — 220 B+10% nepeMeHHOro TOKa,

—B ciydae cOOS  TOCTOSIHHOIO  WUCTOYHHMKA  OSJIEKTPONMTAHHMS  JODKEH  O0eCrevHThb
paborocnocobHOCTh TexHn4YecKuX cpencts 3amutel ACY TII o Bpemern He MmeHee 20 MUHYT;

—noJKHAa OBITH MPENYCMOTPEHA MpeNyNnpeauTeNbHass CUTHAIU3ALUSA O HEOOXOOUMOCTH 3aMEHbI
AKKyMYJIATODA,

—IOJIKHA OBITH MPENyCMOTPEHA BU3YAJIbHAS M 3BYKOBAsl CUTHAJM3ALHMS HEIITATHOTO COCTOSTHUS,

—JIOJKEH OBITh NMPENyCMOTPEH MEXaHH3M aBTOMATHUYECKOTO BKIFOUYEHHUS 3apsAHOTO YCTPOMCTBa
UBII nmpu BOCCTAaHOBJICHUH MOJAYH JIEKTPOCHAOKEHUS,

—I0JKHA OBITh MPENyCMOTPEHA BO3MOKHOCTh YCTAHOBKH, NP HEOOXOAMMOCTH, JOTIOJHUTEIbHBIX
AKKYMYJIITOPOB;
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—IOJKHAa OBITh TMPEenyCMOTPEHa BO3MOXKHOCTb KOHTpodst u ympasineHuss UBIT ugepes JIBC ¢
HCIIOIb30BAHUEM CTaHIAPTHOrO NpoTokona SNMP;

IIpu BeIOOpE cpencTB M3, cpeacTB akTUBHOTO ceTeBoro obopynosanus 1 AB3 cienyer yuutsiBarh
pekomeHnnoBaHHble pazpadorumkamu  ACY TII (oGs3atenpHOe TpeOOBaHME) TEXHUYECKHE U
NPOTrpaMMHBIE CPEICTBA 3aIUTHI, a TAKXKE CPEINCTBA 3aLIUTBI, KOTOpbIE NpUMeHstoTcs B OOImecTse
(pexoMeHnaTenbHOE TpeOOBaHUE).

[IporpammHo-TexHHUeckue cpencrsa 3amutel uHpopmaumn B ACYTII nomkuer obnanmath
CIENYIOIUMU BO3MOXKHOCTSIMHU:

—Orxmoyenne Bcex ciayxk0 u cepsucoB Ha APM u cepsepax ympasnenus ACY TII, He
UCTIONB3YEMBIX B Tporecce skcruryataunu u compoBokaeHuss ACY TII (mpu HamuuMu TEXHUYECKOH
BO3MOXHOCTH). Ilpm HeoOXommMocTH nHaHHbBIE CHyXKObL, CepBUCHI M (PYHKUUH MAODKHBI UMETH
BO3MOYKHOCTh BKJIFOUEHHSI Ha ONPENEICHHBbIH NMEepHOJ BPEMEHU B COOTBETCTBHUHU C TPEeOOBAHUSMH I1O
ynpasienuto koaurypamuer ACY TIT,

—Bce kOMMyHHKallMOHHBIE MOPTHI, MOPTHl BBOAA-BbIBOAA W HHTepdeiichl Ha 000pyIOBaHHU
ACY TII, Bximouyast APM, cepBeprl ynpaBieHHs], KOMMYyHHKALIHOHHOE 000pYOBaHNE, HE HCIIONIb3yEMble
B npouecce skcrutyatauuu u conpoBoxkaeHus ACY TII, nomKHBI HMETh BO3MOXKHOCTb OTKJIFOUEHUS WU
OJIOKMPOBKY,

—B BIOS APM oneparopoB u unxeHepHbix craniuii ACY TII, cepsepos ynpasnenus ACY TII
IOJDKHA OBITh  BO3MOXKHOCTB 3aIpera 3arpy3kd ONEPAalMOHHBIX CHCTEM C WHBIX HOCHTEJEH, Kpome
JKECTKOTO TUCKa KOMIIBIOTEPOB U CEPBEPOB;

—Kongurypauus mapamerpoB ACY TII momkHa OBITP JOKYMEHTHPOBaHA. JKCILTyaTallMOHHAsS
nokymeHTauuss Ha ACY TII u eé cpencrBa 3allUThL, a Tak)XK€ HMHCTPYKLHUH, KOTOpbIE IOCTABJSAIOTCS
BMecTe ¢ TexHuueckuMu cpencrtsamu ACY TII, nomxkHBI comep:kaTh MepeueHb U STaJOHHbIE 3HAUEHUs
KOH(pHUrypaunoHssx napamerpos komnoHeHToB ACY TII, B ToM 4rciie TEXHUYECKHUX 3AIMUTHBIX Mep.
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